A otp data

This evaluation report has been prepared by ATP Data
Services to provide you with a clear, professional
assessment of your device and the outlook for
recovering your data. Each report is put together by
experienced recovery engineers with decades of
combined expertise in data loss, digital forensics, and
hard drive engineering.

The purpose of this document is to give you the
information you need to make an informed decision
about your recovery. It includes a step-by-step record
of the inspections and tests carried out on your device,
the results of those tests, and our professional
interpretation of what they mean for the chances of
success. We document both what was done and what
could not be done, so you have a transparent record of
the process.

Our methodology is built on industry best practices:
every evaluation follows a structured sequence of
inspections, electrical diagnostics, cleanroom analysis
(if required), and recovery planning. Findings are
supported by photographs, test logs, and measurable
results wherever possible. This ensures that our
conclusions are not based on guesswork, but on
evidence collected under controlled conditions.
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Evaluation Details

Order #: 1059999
Customer Name: Jeffery Lebowski
Date of Receipt: 04/09/2026
Report Date: 04/17/2026
Recovery Location: Oklahoma City
Service Level: Standard
Media

Serial Number: ZDZ23456
Model Number: ST5000DMO000
Part Number: 1FK178-568
Manufacturer: Seagate
Capacity: 5,000 GB
Interface: SATA

Firmware Revision: CC49

Form Factor: 3.5"

Date of Manufacture: 07/09/2016 [WU]
Country of Origin: China
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Customer Recovery Summary

Visual Media Inspection passed with no dents, cracks, or connector issues, and the manufacturer’s
seals were intact with no signs of external damage or tampering.

We conducted a Controlled Power-On Test with a lab power supply. The spindle motor activated
and the platters spun up, but the drive failed to initialize and repeatedly clicked, indicating
read/write head calibration issues.

The drive was inspected in our cleanroom, revealing heavily scratched platters with widespread
debris and dust, indicating physical damage. The read/write head assembly was also severely worn
and contaminated, with deformed suspensions preventing proper operation. Destructive head
contact with the media generated debris and explains the recurring clicking during power-on.

Based on these findings, this case is classified as Unrecoverable. The severity of the physical
media damage leaves no viable path to data recovery. The platter surfaces, where all user data is
stored magnetically, have been destroyed across wide areas by direct head-to-media contact.
These scratches physically remove the magnetic recording layer from the substrate, meaning the
data that was stored in those regions no longer exists in any recoverable form. Even with a donor
head transplant and extensive cleanroom work, the surviving readable area would be too
fragmented and too small to reconstruct meaningful file system structures or user files. The damage
is not limited to isolated bad sectors that can be skipped around; it spans continuous tracks across
multiple platter surfaces, eliminating the contiguous data runs that file systems depend on to link
directory entries, metadata, and file contents together.

Additionally, the internal chamber is heavily contaminated with metallic debris and head fragments.
Introducing new heads into this environment would expose them to immediate secondary damage,
likely resulting in another head crash within minutes of operation. The contamination cannot be fully
cleaned without risking further abrasion to the already compromised platter surfaces.
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Intake Conditions

When the drive arrived at our facility, it was examined for proper packaging and transport integrity.
We check for the use of ESD-safe bags, sufficient shock protection, and whether any shipping
indicators have been triggered. The shipping box and internal padding are inspected for dents,
compression, or water exposure. These intake checks help ensure that no additional damage
occurred in transit and that the device reached us in the same condition it left the customer.

Intake Results
e Packaging arrived intact, no crushing or tearing: Pass
e Quter shipping box free of dents, punctures, or water stains: Pass
e Internal cushioning adequate to protect against shock: Pass
e Drive enclosed in an anti-static (ESD) bag: 4 Pass
e No evidence of liquid ingress, condensation, or corrosion on arrival: Pass
e Shock/ tilt indicators (if present) not triggered:

e Serial and model labels fully legible on arrival: Pass

Intake: 4 Pass

Figure 1 Packaging

Figure 2 External top Figure 3 External bottom

VMI (Visual Media Inspection)

Upon intake, we perform a Visual Media Inspection to document the device’s as-received condition,
verify identity, and screen for red-flag indicators of shock, heat, liquid ingress, tampering, or
connector/PCB (Printed Circuit Board) damage. VMl is conducted on an ESD-safe bench and
includes high-resolution photography of all sides, labels, and the PCB area. We confirm
model/serial against the work order, assess packaging/handling artifacts, and check chassis
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flatness, cover screw integrity, warranty/tamper seals, connector alignment, breather-hole
obstruction, corrosion, and any evidence of prior disassembly. External inspection does not expose
the internal media; if internal inspection becomes necessary, it is performed later in a certified
cleanroom.
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Figure 4 Drive top lid and label

Figure 5 Drive bottom casing and PCB

VMI Results

e Identity confirmed:

e Manufacturer labels intact:

e Chassis/top cover free of dents, warps, or impact points:

e Cover screws present and undamaged:

e Warranty/tamper labels intact:

e SATA data and power connectors straight and secure:

e PCB surface shows no scorch marks, cracked ICs, or lifted components:
e Breather hole unobstructed; “Do not cover” label intact and clean:

e Head-stack flex tail and contact pads undamaged and properly seated:

e No Fire/water damage:

VMI:
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CPOT (Controlled Power On Test)

The Controlled Power-On Test is the first electrical diagnostic performed after the Visual Media
Inspection and confirms that it is safe to apply power. Rather than using a standard computer power
supply, the drive is connected to a laboratory-rated, current-limited power source with real-time
monitoring of voltage, amperage, and surge response. This controlled environment ensures that if
the device exhibits an electrical short, unstable draw, or catastrophic component failure (such as
smoking or thermal runaway), the system will instantly cut power to prevent further damage to the
drive’s circuitry or magnetic media.

The purpose of this test is to answer a simple but critical question: Can the drive safely initialize
without immediate catastrophic failure? This establishes whether the failure mode is
firmware/logical related, electronic or mechanical and determines if deeper diagnostics (S.M.A.R.T.,
scan testing, or cleanroom inspection) are feasible.

CPOT Results:

e Spin-up successful: X

e Stable current draw observed: X

e No Electrical short detected (current surge/shutdown):

o No Smoke, burning odor, or overheated components observed:

e Abnormal noise present (scraping, grinding, repetitive clicks): X Fail
e Abnormalvibrations detected: X Fail

e Audible media damage detected: X Fail

e Clicking heads detected: X Fail

cPOT: X Fail

CPOT Summary

The drive powered on and the spindle motor reached spin speed; however, it did not progress into a
proper initialization sequence. During testing, repetitive head-clicking was detected, indicating that
the read/write heads were unable to calibrate correctly on the platter surfaces. Scraping and
grinding noises were heard, which suggests that the platters themselves are showing audible signs
of media damage.

These acoustic signatures point to a mechanical failure of the head assembly, where the heads are
defective or unable to align properly. As a result, the drive cannot complete initialization or
communicate reliably with diagnostic tools.
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PCB Inspection and Repair

Because the drive powered on during the Controlled Power-On Test, a detailed Printed Circuit Board
(PCB) inspection was completed. The electronics demonstrated stable current draw and proper
functionality, confirming that no immediate faults were present on the PCB.

PCB Inspection results:
e Visible scorch marks, cracks, corrosion:
e D5diode (TVS, 5V rail):
e D12diode (TVS, 12V rail):
e R51 resistor:
e R52resistor:
e R121 resistor:
e R122resistor:
o Voltage regulator output stable:
e Motor driver IC continuity:
e Controller IC continuity:

PCB:

PCB Inspection Summary

The PCB has no visible scorching or signs of burnt components. The D5 and D12 diodes tested good
and have not shorted as a fuse. Resistors tested at the proper values with the proper voltage drops
measured. Voltage is stable with adequate power flowing to the motor and pre-amp on the head
assembly.

Page | 6



A otp dato

Cleanroom Evaluation & Internal Inspection

Because the drive powered on but produced repetitive clicking noises without progressingto a
proper initialization sequence, it was immediately clear that the failure was mechanical in nature
and internal to the sealed chamber. At this stage, further power-on attempts outside of controlled
conditions would only risk worsening the situation. To proceed safely, the drive was moved into our
cleanroom, where the enclosure could be opened without exposing the sensitive platter surfaces to
additional dust or contaminants.

Once opened, the platter surfaces were inspected under magnification and angled lighting. These
surfaces are where all user data is stored magnetically, and even minor imperfections can have
serious consequences. In this case, the platters showed deep scratches, heavy scoring, and
widespread dust and debris scattered across multiple surfaces. This level of contamination and
damage indicates that the media has been physically compromised, and portions of the stored data
are likely to be permanently lost.

The Head Stack Assembly was also examined. The sliders and suspensions were severely
deformed, with evidence that the heads had come into destructive contact with the platters.
Fragments of damaged heads were visible inside the chamber, contributing further to the
contamination. These findings explain the repetitive clicking heard during earlier testing and confirm
that the head assembly is no longer functional.

The chamber environment was heavily contaminated. Metallic dust, head fragments, and debris
from the damaged sliders were present throughout the interior, raising the risk of further damage to
the media during any subsequent operation.

Inspection Results

e Platter surfaces free of scratches or scoring: X Fail

e Platter surfaces free of dust or residue: X Fail

e Platter surfaces free of external factors such as fingerprints: X Fail
e Head assembly intact and properly aligned: X Fail

e Head sliders free of visible crash damage: X Fail

e Head fragments present inside chamber: X Fail

e Chamber environment free of major debris: X Fail

e Platter rotation smooth and stable: X Fail

e Spindle motor free of seizing or irregular noise: X Fail

e Internalfilters and breather pad intact: X Fail

Cleanroom evaluation: X Fail
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Inspection Summary

Our cleanroom evaluation confirmed that the drive’s platter surfaces have sustained catastrophic
damage beyond any recoverable threshold. Under magnification and angled lighting, deep
concentric scratches and heavy scoring were visible across all inspected surfaces, with the
magnetic recording layer visibly stripped away in multiple zones. The chamber was saturated with
metallic dust and debris. The extent of this destruction means that the data stored in the affected
regions has been physically erased at the media level, and no recovery technique—hardware or
software—can reconstruct what no longer exists on the surface.

Figure 6 Inher chamber

Figure 7 Rings carved into the platter
(highlighted with green light)

The read/write heads were examined after removal of the Head Stack Assembly. Under
maghnification, the sliders were all present but showed significant dust accumulation and clear signs
of physical damage. The surfaces of the sliders exhibited abrasion and residue consistent with
repeated contact with debris circulating inside the chamber. The head suspensions themselves
were visibly stressed and no longer able to maintain proper alignment. This combination of
contamination and damage explains why the heads were unable to calibrate correctly and why the
drive could not complete initialization.

Figure 6 Internal air filter Figure 7 Metallic dust buildup in the air filter channel

Because both the platter surfaces and the head assembly are catastrophically damaged, no viable
recovery path exists for this device. A donor head replacement would not restore access to the data:
the scratched and scored regions of the platters have had their magnetic recording layer physically
destroyed, meaning the data in those zones is permanently gone regardless of what heads are
installed. Furthermore, the heavy contamination inside the chamber would immediately
compromise any new head assembly introduced into the drive, creating a high risk of secondary
head crash within minutes of operation. The damage is too widespread and too severe to justify a
recovery attempt, and we cannot in good conscience recommend one.
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Initialization and Drive Health

Ordinarily, once a drive has been stabilized, the next step in evaluation is to verify that it can
initialize. Initialization refers to the drive’s ability to spin up, calibrate the read/write heads, and
communicate with the host system’s firmware without error. A successful initialization indicates
that the drive’s mechanical components (spindle, motor, heads, and platters) are functioning in
harmony and that the controller firmware is properly managing communication.

After initialization, we would review the drive’s S.M.A.R.T. attributes (Self-Monitoring, Analysis, and
Reporting Technology). These are built-in health counters stored on the drive that track events such
as spin retries, bad sectors, temperature extremes, and read/write errors. While not always
conclusive, healthy S.M.A.R.T. attributes strongly suggest that the drive’s media and mechanics are
still in recoverable condition.

Finally, we would run a Short Self-Test, which is an internal diagnostic sequence commanded by the
firmware. The drive tests critical subsystems such as head alignment, servo calibration, and surface
readability across sample areas of the platters. Passing this test is a key milestone: it shows that the
drive is not only powering on and initializing but is also able to sustain controlled read/write
operations without immediate failure.

Together, these three steps normally provide confidence that the drive can safely undergo full
sector-by-sector imaging, the foundation of a successful recovery.

In this particular case, however, these steps were not applicable. The cleanroom inspection
revealed catastrophic media damage and a destroyed head assembly, making initialization and self-
testing impossible. Because the platter surfaces themselves have been physically compromised
beyond recovery, the standard health verification process has no bearing on this case and cannot
be carried out.

Test Results:

e Drive spins up and reaches stable operating RPM: =
e Firmware initializes without error codes: =

e Drive identifies correctly (model, serial, capacity): =
e S.M.A.R.T. attributes readable: =

o Noreallocated sectors reported: =

e No pending sectors (awaiting reallocation): =

o No excessive spin retries logged: =

e Short self-test completes successfully: =

e No servo/seek calibration errors detected: = N/A

e No platter read errors in test sample: = N/A

e No unusual acoustic signatures during test: == N/A
e No sudden current spikes during test: = N/A

Initialization: = N/A
SMART: = N/A

Scan: = N/A
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S.M.A.R.T. Attribute Report

Attribute Name

Raw Read Error Rate
Spin-Up Time

Start/Stop Count
Reallocated Sectors Count
Seek Error Rate

Power-On Hours

Spin Retry Count

Power Cycle Count
End-to-End Error
Reported Uncorrectable
Command Timeout

High Fly Writes

Airflow Temperature
G-Sense Error Rate
Power-Off Retract Count
Load/Unload Cycle Count
Temperature (HDA)
Current Pending Sectors
Offline Uncorrectable Sec.
UltraDMA CRC Error Count
Head Flying Hours

Current

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

Worst

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

Raw Value

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

Status

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
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Firmware Diagnostics

Modern hard drives rely not only on their physical media and electronic circuitry but also on internal
firmware, stored in a reserved portion of the platters known as the System Area (SA). This firmware
contains essential modules such as defect lists, translators that map physical sectors to logical
addresses, and caching systems that manage performance. If any of these modules become
corrupted, the drive may power on and spin up but fail to present data correctly to the host system.

As part of our standard evaluation, we normally use vendor-specific diagnostic tools to access the
System Area directly. These methods allow us to bypass the standard operating system interface
and inspect the condition of individual firmware modules, confirming whether elements such as the
Translator, Media Cache, or defect lists are intact.

In this case, however, these steps could not be completed. Because the read/write heads are
destroyed and the platter surfaces are catastrophically damaged, the drive cannot read from the
System Area or any other region of the media. Without head access and with the media itself
physically compromised, firmware diagnostics are not possible and would not change the overall
outcome even if they could be performed.

Firmware Diagnostics — Results

o Accessto System Area (SA): =

e Boot/Initialization modules intact: = N/A
e Locking parameters intact: =

e P-list (factory defect list) readable: == N/A
e  G-list (grown defect list) readable: == N/A
e Translator module intact: =

e Media Cache modules intact: =

e Adaptive calibration data intact: == N/A

e Non critical modules: == N/A

Firmware integrity: == N/A

Surface Scan & Media Read Testing

Normally, we begin by scanning the platters to check if drive sectors are readable, then proceed to
fullimaging with error management. Our tools attempt multiple read passes to recover weak
sectors, logging any that remain unreadable. In this case, however, no scans or tests could be
performed. The read/write heads are destroyed, and the platter surfaces have sustained
catastrophic physical damage that has removed the magnetic recording layer across wide areas.
Even with donor heads and cleanroom intervention, the media damage is too extensive to yield
meaningful recovery results. No further imaging or scanning is recommended.

Scan Test: = N/A
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Potential Cause and Best Practices

The failure of this drive was traced to a read/write head crash. The head assembly floats just
nanometers above the platter surfaces, guided by an air cushion created as the platters spin. When
this balance is disrupted, due to physical shock, contamination, or internal wear, the heads can
come into direct contact with the media surface. This results in clicking sounds during operation
and, in severe cases, visible scratches and debris inside the chamber.

The most common causes of head crashes include:

e Physical Shocks or Drops: Even small impacts, such as a desktop being bumped or a laptop
being dropped while powered on, can cause heads to collide with the platters.

e Power Loss During Operation: A sudden shutdown or power interruption can prevent the
heads from parking safely, leaving them to settle directly onto the media.

e Contamination Inside the Drive: Dust, smoke particles, or metallic debris introduced by
component wear can interfere with the delicate air gap between heads and platters.

e Excessive Heat or Aging: Long-term thermal stress and wear can weaken the head
suspension assembly, increasing the risk of misalignment and contact.

e Manufacturing Defects or Latent Weaknesses: Though rare, some drives leave the factory
with slight head assembly flaws that may worsen over time.

While the exact trigger cannot always be pinpointed, the evidence in this case strongly supports a
mechanical origin. Unlike electronic or firmware faults, a severe head crash compromises both the
heads and the data surface itself. When the magnetic recording layer is physically stripped from the
platter substrate, as occurred here, the data stored in those regions ceases to exist in any form. No
recovery tool, technique, or facility can reconstruct data that has been mechanically erased at the
media level.

Prevention Tips

Although no storage device can be made immune to mechanical wear, certain precautions can help
reduce the risk of head crashes:

e Handle Drives with Care: Avoid moving or bumping computers or external drives while they
are powered on.

e Use Reliable Power Protection: A quality UPS or surge protector prevents sudden power loss
or unsafe shutdowns that can strand heads on the media.

e Maintain a Clean Environment: Keep drives away from dusty, smoky, or humid environments
that can introduce contaminants.

e Ensure Adequate Cooling: Proper airflow prevents overheating, which can weaken head
components and reduce reliability.

e Upgrade Aging Drives Proactively: Drives nearing the end of their service life should be
replaced before critical failure occurs.
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These measures can reduce the likelihood of head crashes, but as with all hard drives, the only true
safeguard against permanent data loss is a robust backup routine.
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Best Practices for Data Protection

THE 3-2-1 METHOD

To ensure your data remains safe long term, we strongly recommend following the 3-2-1 backup
strategy, a proven industry best practice:

3 COPIES OF YOUR DATA

Always maintain at least three separate copies: the original working copy and two independent
backups.

2 DIFFERENT LOCAL DEVICES

Store data on at least two different types of physical storage media (e.g., one on an external hard
drive, another on a NAS or separate computer). This prevents single-point failure.

1 OFFSITE / CLOUD CoPY

Keep one copy in a physically separate location, such as a secure cloud backup service or an
external drive stored offsite. This protects against fire, theft, or natural disasters that could affect
your primary location.

By following the 3-2-1 method, even if a device fails due to electrical surges, mechanical wear, or
unexpected accidents, your valuable files remain accessible. Recovery labs are here when disaster
strikes, but consistent backups are the surest way to prevent downtime, stress, and cost.
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Common Abbreviations in Data Recovery Reports

General Drive & Components

HDD - Hard Disk Drive

PCB - Printed Circuit Board (the drive’s electronics)

HSA - Head Stack Assembly (the complete set of read/write heads)

SA - System Area (firmware modules stored on the platters)

LBA - Logical Block Addressing (method of mapping sectors)

MCMT - Media Cache Management Table (controls temporary storage on
Seagate/helium drives)

Diagnostics & Monitoring

Testing

S.M.A.R.T. - Self-Monitoring, Analysis, and Reporting Technology (internal drive health
counters)

CPOT - Controlled Power-On Test (lab-based power-on evaluation)

VMI -Visual Media Inspection (external inspection of the drive’s housing and
connectors)

ECC - Error-Correcting Code (used by drives to detect and correct errors)

& Imaging

R/W - Read/Write

UNC - Uncorrectable (sector-level read errors)

TB - Terabyte (unit of capacity, 1,000 GB)

GB - Gigabyte (unit of capacity, 1,000 MB)

MBR - Master Boot Record (partition information on legacy drives)
GPT - GUID Partition Table (modern partitioning system)

Recovery Workflow

FS - File System (e.g., NTFS, HFS+, APFS)

MFT - Master File Table (index of files in NTFS volumes)

APFS - Apple File System

HFS+ - Hierarchical File System Plus (older macOS file system)
FAT / exFAT - File Allocation Table (common in USB drives)

UPS - Uninterruptible Power Supply (prevents power loss damage during use)
N/A - Not Applicable (used in pass/fail tables where a check cannot be performed)
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